INTEGRATED CENTRAL OFFICE OF RECORD

ON-DEMAND, GLOBAL ELECTRONIC KEY DISSEMINATION

ICOR - An Electronic Key Management System (EKMS) Tier 1/Tier 2/Tier 3 equivalent system developed and
fielded by the Civil Community, provides for the generation, management and distribution of electronic key

material in a user-friendly and efficient manner.

BACK UP

FIELD SITE

FIELD SITE
b SR g

FIELD SITE

PRIMARY

|

B
FIELD SITE

FEATURES & FUNCTIONS

© Primary Facility

o Key Generation - LMD/KP, Key Depot UAS

e Key Management/Distribution Subsystem - ICOR Key Management Application
e Accounting- CARDS XML Interface

e Scalable Number of Tier 3 Device Load Stations to Support Workload

© Backup Facility

* Receives Real Time Replicated Data from Primary Facility

e Hardware and Applications same as Primary Facility

© Field Site

e Black Key Management

o Key Dissemination to EKMS Tier 3 Device as Needed

e Key is Filled to End Equipment, Supporting Wartighter Communications
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